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	Reason for change:
	As identified in contribution S2-183584 from SA2#127, MOBIKE is not supported for IPsec transport mode (see also IETF RFC 4555 clause 1.2). As agreed in TS 23.502, transport  mode is used for both signalling and user plane IPsec SAs in the untrusted N3GPP solution.

This means that there is no working solution to enable a UE to change local IP address in the untrusted non-3GPP access network while being in CM_CONNECTED mode via N3IWF. 

The issue with MOBIKE and transport mode IPsec SAs is mainly that the traffic selectors for the IPsec SAs must contain the UE IP address and then it is not possible to do the MOBIKE mobility procedure since that does not allow an update of the IPsec SAs. We think it is a major task to update MOBIKE to support transport mode IPsec SAs and it would require IETF standardization work.

Another solution would be to change the untrusted N3GPP solution to use tunnel mode IPsec SAs. Tunnel mode IPsec requires an IP layer directly after the ESP header so such an approach would change the NAS and UP protocol stacks substantially. Specifically SA2 would need to revisit the usage of GRE to carry QFI and RQI and also it would result in three(!) IP headers for IP PDU sessions.

Yet another approach would be that the UE locally puts itself in CM_IDLE state and triggers a Service Request procedure whenever it has a new local IP address. This would however be an overkill since it involves NAS signalling and also requires establishment of a new N2 connection for no reason (it is not possible for N3IWF to associate the new NWu with the existing N2 connection in case of Service Request). It would also trigger EAP-5G procedure between UE and N3IWF (to carry the NAS messages) which is also not needed. In case the UE requires active user planes, there will also be an impact on SMF and UPF to establish new UP tunnels.

It can be noted that according to TS 23.501, the N3IWF supports MOBIKE per IETF RFC 4555. This is however not aligned with the use of transport mode as described above.

To resolve the above issues, we propose to remove support for MOBIKE in N3IWF but keep the functionality that a UE can change the IP on non-3GPP access. This can be done by establishing new IKE and IPsec associations over the NWu reference point but keep the same N2 association between the N3IWF and the AMF. This achieves the same functionality as MOBIKE (i.e. allow a change of UE local IP adress while maintaining the association to 5GC) without having to resort to additional UP overhead with IPSec tunnel mode. 

	
	

	Summary of change:
	Adding procedure for how to re-estabilish the IKE SA and child IPsec SAs when UE change the IP address in untrusted non-3GPP access network and is in CM_CONNECTED mode for untrusted non-3GPP access.
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	No support for mobility in non-3GPP access for the case when UE receive a new IP address.

	
	

	Clauses affected:
	4.12.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	A corresponding CR to TS 23.501 is available in S2-184748


* * * * Start of 1st Change * * * * 

4.12.X
Change of UE IP address in untrusted non-3GPP access network
This procedure describes how to re-estabilish the IKE SA and child IPsec SAs when UE changes the IP address in untrusted non-3GPP access network and is in CM_CONNECTED mode for untrusted non-3GPP access.
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Figure 4.12.X-1: Change of UE IP address in untrusted non-3GPP access network
1
The UE moves within the untrusted non-3GPP access network and receives a new local IP address. The old UE local IP address to access the N3IWF is not usable anymore.
2
The UE proceeds with the establishment of an IPsec Security Association (SA) with the same N3IWF by initiating an IKE initial exchange according to RFC 7296 [3]. After step 2 all subsequent IKE messages are encrypted and integrity protected by using the IKE SA established in this step.

3
The UE shall initiate an IKE_AUTH exchange by sending an IKE_AUTH request message. This message contains an identifier, UE id, that allows the N3IWF to correlate the new IKE SA with the UE context in N3IWF. The IKE SA is authenticated using an AUTH payload derived from the common N3IWF key. The signalling IPsec SA is established between the UE and N3IWF.
4
For all PDU sessions with active userplane, the N3IWF and UE creates the userplane IPsec child SAs. This follows step 3-4 in 4.12.5.
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